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SharePoint Content
Mitigate Risk of Data Leaks from 

Insider Threats
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What’s Your 
Insider Threat Index?
Are your current SharePoint security 
configurations and policies protecting 
you from data leaks due to insider 
threats? The annual cost of data 
breaches in the US is estimated to be 
$100 billion, don’t be the next victim 
to make the headlines. 

Use Metalogix’s Insider Threat Index 
to assess SharePoint security against 
nine key best practice metrics to 
obtain your Threat Index and get 
unprecedented visibility into the 
exposure risk of your sensitive 
business content.

Free, Easy, Powerful Insight
The Insider Threat Index can be 
quickly downloaded and easily 
installed on your desktop with no 
server side components needed. Use 
our guided setup process to rapidly 
start analyzing your SharePoint 
security. Results are displayed on 
an easy to understand color-coded 

Identify Security Gaps
Do your SharePoint permissions 
expose sensitive content to those 
who should not see it? Are all-access 
administration and systems accounts 
leaving the door open to leaks? Use 
the Insider Threat Index to identify 
gaps in SharePoint security that 
expose critical business content. 
Corrective guidance for each best 
practice is provided so that you 
can take steps to improve your 
SharePoint security and reduce your 
risk of a data leak.

Tech Specs

Supported SharePoint Systems

• SharePoint Server 2013

Supported Client Operating 
Systems

• Windows 7, 8 & 8.1

• Windows Server 2012 R2 & 2008 R2

Align Resources to 
Mitigate Risk
The Insider Threat Index identifies 
areas within your SharePoint security 
that increase the risk of data leaks 
from insider threats. Now is the time 
to reassess your security plans to 
mitigate against the cost of sensitive 
business content being exposed. 

dashboard. Easily share results with 
your security or management team 
via a PDF download.

Request a demonstration of 
Metalogix ControlPoint to see 
how it enables you to implement 
and manage SharePoint Security, 
Governance and Compliance best 
practices.
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Metalogix provides industry-recognized man-
agement tools for mission-critical collaboration 
platforms. These tools are engineered and 
supported by experts committed to the rapidly 
evolving deployment and operational success of 
our clients.  

Metalogix’ world-class tools and client service 
have proven to be the most effective way to 
manage increasingly complex, and exponen-

tially growing metadata and content across 
collaboration platforms. 

For over a decade, Metalogix has developed the 
industry’s best and most trusted management 
tools for SharePoint, Exchange, and Office 365, 
backed by our globally acknowledged live 24x7 
support. Over 14,000 clients rely on Metalogix 
Tools every minute of every day to monitor, 
migrate, store, synchronize, archive, secure, and 
backup their collaboration platforms.

Metalogix is a Microsoft Gold Partner, an EMC 
Select Partner, and a GSA provider. Our Client 
Service division of certified specialists is the 
winner of the prestigious NorthFace ScoreBoard 
Award for World Class Excellence in Customer 
Service.
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Insider Threat Vulnerability Checklist

Assigning Direct 
Permissions to Users
As a security best practice applying 
Direct Permissions to users should 
be avoided at all costs but often 
occurs as site owners want to 
quickly grant access. 

Incorrect Use of All 
Authenticated Users Group
Misuse of permissions for this 
group can inadvertently give access 
to content for everyone within your 
organization

Isolation of Managed 
Service Accounts
Allowing Managed Service accounts 
access to sites is an exposure risk 
to insider threats through misuse 
of account credentials to access 
business data

Broken Inheritance
A SharePoint security model with a lot 
of instances of Broken Inheritance is a 
management overhead that should be 
avoided if possible as it often leads to 
overlooked security settings.

Separation of Duties for Farm 
Administrators
Farm Administrator accounts should be 
used to manage the SharePoint Farm, 
not the content within it. Failure to 
separate the access is a common cause 
of leaks from insider threats

Overuse of Granular Permissions 
Managing individual user permissions 
with Limited Access is difficult to 
maintain as your farm grows and often 
leads to security gaps and breaches.

Active Directory Blind Spots
A lack of insight into Active Directory 
group membership means that 
SharePoint Administrators potentially 
have a security blind spot. Knowledge 
of where such groups have access is 
critical in order to assess risk.

Lack of Proactive Monitoring 
Auditing is an essential component 
of SharePoint security. Tracking what 
changes are being made and who 
made them alerts IT to potential 
exposure risks.

Inconsistent Audit Monitors  
SharePoint allows for a multitude of 
events to be tracked through auditing 
and it is a best practice to track all of 
these events to give a full picture of 
the security of your farm. 


